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ADVANCED INSIDER THREAT ANALYSIS
Data visualization and ad hoc report generation features
to manage and assess your Insider Threat Program (ITP).
Identify potential threats, trends and gaps, risk mitigation
opportunities and more.

ASSET MANAGEMENT
Tracks classified and unclassified assets, including: Property
Management, Locks and Keys, and Decals.

CONTRACT MANAGEMENT

Maintain information on all classified contracts, including
associated personnel, property and documents. Includes
DD Form 254 generation features.

CONUS INCOMING VISIT

Manage visiting domestic guests to your facility,
presenting dates, clearance details, point of contact
(POC) information.

CONUS OUTGOING VISIT

Track data for employee-originating domestic visit requests,
including dates, clearance details, point of contact (POC)
information and visit authorization letters (VALs).

DOCUMENT MANAGEMENT

Track classified documents, transmittal, destruction
and custodian information. Includes barcode
management features.

EXTERNAL PERSONNEL MANAGEMENT
Manage information for all contractors working on site,
including clearance and special accesses, foreign travel,
background investigations.

FACILITY MANAGEMENT
Manage all customer and company locations;
track self-inspection and FOCI.

FOREIGN CONTACTS
Maintain records for every interaction between cleared
personnel and foreign nationals.

FOREIGN TRAVEL
Record and retrieve every detail for international trips and
temporary duty assignments (TDYs).

INCIDENT MANAGEMENT

Track reportable incidents, including those associated with
the Adjudicative Guidelines for Insider Threat reporting.
Record and retrieve associated personnel, incident details,
investigations, and corrective actions.

INVENTORY PROCESSING
Track all classified resources and automate DCSA
inventory requirements.

PERSONNEL MANAGEMENT
Manage information for all cleared personnel,
including clearance and special accesses,
background investigations/reinvestigations.

SECURED AREA MANAGEMENT

Track all secured areas including closed areas, SCIFs and SAPF.

Oversee accreditation and co-use, inspection details, assigned

documents, properties and personnel. Maintain DSS Form 147.

OCONUS INCOMING VISIT

Manage Incoming Visit Authorization Requests (VARs) for
international visitors, recording Dates, Clearance Details
and Contact Information.

OCONUS OUTGOING VISIT
Track logistical details needed to send employees
outside of the US, including dates, requestor data.

REPORTABLE INFORMATION

Collect employee self-reports, including counterintelligence,
legal and citizenship issues, changes in life-circumstances,
foreign travel, foreign interactions and more.

RISK MANAGEMENT FRAMEWORK
Create and view records for all your information
systems. Following the Risk Management Framework
(RMF) process outlined in the DCSA’s DAAPM.

SUSPICIOUS CONTACTS

Collect contact information and create detailed profiles
for suspicious contacts, as defined by the National
Industrial Security Program Operating Manual

(32 CFR Part 117, NISPOM Rule).

SUSPICIOUS CONTACT REPORTING
Track cleared individuals suspected of illegal or otherwise
suspicious activities.

TRAINING AND CONFERENCE MANAGEMENT
Track employees and contractors attending training

and security classes, meetings, conferences and
indoctrination briefings.

INTERNATIONAL PERSONNEL MANAGEMENT

Maintain information regarding international guests.



The Industry Standard for Enterprise Security Compliance

Access Commander® is state-of-the-art management software for FSOs and other security professionals,
available on-premise and in the cloud. With comprehensive modules and dynamic dashboards, it is designed
to provide all the functionality you'll ever need for successful governance and oversight.

As early pioneers of cloud and enterprise security automation, the MathCraft team has been a trusted partner of
the U.S industrial security and intelligence communities for over thirty years. Our products define the industry
standard for defense contractors and corporations in the domains of threat-reduction and security compliance.

COMPREHENSIVE COMPLIANCE
Access Commander® is constantly updated, and built to comply with 32 CFR Part 117, NISPOM Rule, DCSA, DoD,
SAP/SAR and SCI standards and regulations. With modules that encompass personnel monitoring, document and
asset tracking, insider threat management and more, Access Commander is designed to give you peace of mind.

DATA PROTECTION

Access Commander® encrypts user and application data in transit with an industry-standard 2048-bit digital
signature. Personally Identifiable Information (Pll) is encrypted at rest with FIPS 140-2 approved AES-256
symmetric key encryption, while an added layer of Transparent Data Encryption safeguards sensitive data against
unauthorized access outside of the database environment.

DATA SEGMENTATION

Rigorous data segmentation of data is the foundation of an effective information governance strategy. Access
Commander® segments data through compartmentalization based on user, facility codes, company location and
more. Users have the flexibility and granular permissions to manage their day-to-day tasks without compromising
sensitive information.

USER ENGAGEMENT

When cleared personnel are actively engaged in the security compliance process, they become better and more
accountable employees. With automated data imports from government systems of record, driven by an intuitive
interface with customizable user dashboards, Access Commander® helps security officers to identify missing or
inaccurate records and keep your organization up to date.

HOSTING PROVIDER

Access Commander® is available for on-premise or cloud deployment, hosted on FedRAMP-compliant servers
running Microsoft Azure. With our SaaS model, you will have 24/7 remote access to your security platform, with
automatic updates and customer support.

LICENSING

Access Commander® offers subscription licensing.



I MathCraft Security Technologies offers innovative industrial security
tools that are compliant with 32 CFR Part 117, NISPOM Rule.
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Industrial Security Management Software
Access Commander®, is the state-of-the-art solution for FSOs and other
security professionals.

Employee Self-Service & Leadership Oversight Platform

Portal Commander™ is an employee self-service portal with a
comprehensive, dashboard-driven platform for managing security
processes, providing Access Commander data visibility to all employees.

Visitor Management Solution for Cleared Facilities

ViSi Commander™ brings together the security professionals in your
organization - from reception to FSOs and other cleared employees
—and allows them to optimize your visitor management process by
working within the same system.

Schedule your free demo today to see how our solutions

can improve your security processes!
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